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S6: 1717/STTTT-CNTT Gia Lai, ngay 27 thdang 9 nam 2021
VIV canh bao 19 16 hdng bao mat méi
trong VMware
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- Van phong Tinh uy;
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dan tinh;

- Vian phong Uy ban Mat tran té quéc Viét Nam tinh;

- Cac s0, ban, nganh thugc tinh;

- Céc hoi, doan thé tinh;

- Uy ban nhén dén cac huyén, thi x4, thanh pho;

- Trung tim Cong nghé thdng tin va Truyén thong tinh Gia Lai.

Ngay 21/9/2021 vira qua, VMware vira cong bd 19 16 hong bao mat anh
huong dén VMware vCenter Server phién ban 7.0/6.7/6.5 va VMware vClound
Foundation phién ban 4.3.1/3.10.2.2. Trong d6 dang chu y:

- Lb héng bao mat (CVE-2021-22005) ¢c6 mic anh huéng nghiém trong
(diém CVSS:9.8), cho phép d6i tuong tan cong khong can xac thuc co thé thyuc
thi ma tuy y.

- 11 18 héng bao mat (CVE-2021-21991, CVE-2021-22006, CVE-2021-
22011, CVE-2021-22015, CVE-2021-22012, CVE-2021-22013, CVE-2021-
22016, CVE-2021-22017, CVE-2021-22014, CVE-2021-22018, CVE-2021-
21992) ¢6 muc anh huong cao, cho phép dbi tuong tin cong khai thac dudi
nhiéu hinh thtc khac nhau nhu thu thap thong tin, tan cong leo thang, tin cong
tir chdi dich vu,.... Trong d6 c¢6 07 16 hong bao mat (CVE-2021-22006, CVE-
2021-22011, CVE-2021-22012, CVE-2021-22013, CVE-2021-22016, CVE-
2021-22017, CVE-2021-22018) c6 thé khai thac ma khong can xéac thuc.

Céc san pham ciia VMware dugc sir dung kha pho bién trong cc co quan
t6 chic, doanh nghiép; da va dang 1a muc tiéu nham dén caa cac déi tuong tan
cong mang; dic biét 1a cac nhom chuyén thuc hién tin cong APT.

Thuc hién khuyén nghi cua Cuc An toan thong tin tai Cong van sb
1286/CATTT-NCSC ngay 22/9/2021 vé viéc 19 156 hong bao mat méi trong
VMware; S& Thong tin va Truyén thong dé nghi cac don vi, dja phuong kiém
tra, ra soat, khac phuc kip thoi hdng bao mat méi trong VMware, cu thé nhu sau:

1. Kiém tra, ra soat va xac dinh hé théng thong tin c6 kha ning bi anh
huong boi 16 hong bao mat nhu trén dé c6 phuong an xir 1y, khac phuc 15 hong.
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Thuc hién cap nhat ban va pht hop voi phién ban san phim VMware dang st
dung (Huwdng dan chi tiét trong Phu luc dinh kém)

2. Tang cuong giam sat va san _sang phuong an xir Iy khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; ddng thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang.

S0 Thong tin va Truyén thong tinh Gia Lai dé nghi cac don vi, dia phuong
phoi hop, trién khai thuc hién./.

Noi nhan:. KT’ GIAM POC
- Nhu trén; } GIAM POC

- UBND tinh (bao céo);
- Cuc An toan thong tin (bdo cdo);
- Luu: VT, P. CNTT.
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Phu luc:

THONG TIN VE 19 LO HONG BAO MAT MOI TRONG VMWARE

VA HUONG DAN XU LY, KHAC PHUC LO HONG BAO MAT
(Kem theo Cong van so :

1717/STTTT-CNTT ngay 27 thdang 9 nam 2021

ciia 86 Thong tin va Truyén thong)

1. Thong tin cac 16 hong bao mat:

- Mo ta: L hong anh huong dén san pham camera IP Hikvision, cho phép

d6i tuong tan cong thuc thi ma tir xa ma khong can xéc thyc, tir @6 chiém toan
quyén kiém soat thiét bj va co thé truy cap va tin cong mang ndi bo ctia muc

ti€u.

- Diém CVSS: 9.8 (nghiém trong)
- Anh huéng:
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CVE-2021-22005

- L6 hong ton tai trong dich vu Analytics cua
vCenter Server, cho phép ddi twong tin cong
khéng can xac thuc thyc thi ma tiy .

- Biém CVSS: 9.8 (nghiém trong)

CVE-2021-21991

- L6 hong trong vCenter Server, cho phép doi
tuong tan cong da xac thuc thuc hién tan cong leo
thang.

- biém CVSS: 8.8 (cao)

CVE-2021-22006

- Lb hong trong vCenter Server, cho phép doi
tugng tin cong khong can xac thuc bypass proxy,
truy cap trai phép

- biém CVSS: 8.3 (cao)

CVE-2021-22011

- L6 hong trong vCenter Server Content

Library, cho phép d6i tuong tan cong khong can
xac thyc truy cap mot s6 API.

- Biém CVSS: 8.1 (cao)

CVE-2021-22015

- L6 hong trong vCenter Server Content

Library, cho phép d6i tuong tan cong da xac thuc
thuc hién tan cong leo thang.

- biém CVSS: 7.8 (cao)

CVE-2021-22012

- L6 hong trong vCenter Server, cho phép doi
tuong tan cong khong can xac thuc truy cap mot
s6 API va thu thap thong tin.

- biém CVSS: 7.5 (cao)

CVE-2021-22013

- L& hong trong vCenter Server, cho phép doi
tuong tan cong khong can xac thuc thu thap thong
tin tir mot sé API.

- biém CVSS: 7.5 (cao)
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CVE-2021-22016

- L& hong trong vCenter Server, cho phép doi
tuong tan cong khong can xac thuc thuc hién tan
cong XSS.

- biém CVSS: 7.5 (cao)

CVE-2021-22017

- L6 hong ton tai trong vCenter Server, cho phép
d6i twong tan cong khong can xéac thuc thuc hién
tan cong XSS

- biém CVSS: 7.3 (cao)

10

CVE-2021-22014

- L& hong ton tai trong VAMI (Virtual
Appliance Management Infrastructure), cho phép
dbi tuong co quyén cao trén hé théng thuc hién tan

cong thyc thi mé tuy y.
- biém CVSS: 7.2 (cao)

11

CVE-2021-22018

- L6 hong ton tai trong Vmware vSphere Lifecycle
Manager plug-in, cho phép ddi twong tin cong
khéng can xéac thuc thuc hién x6a tép tuy .

- biém CVSS: 6.5 (cao)

12

CVE-2021-21992

- L& hong ton tai trong qua trinh xir Iy XML cua
vCenter Server, cho phép dbi tuong tan cong da
xéc thuc thyc hién tan céng tir chéi dich vu.

- biém CVSS: 6.5 (cao)

13

CVE-2021-22007

- Lb hong ton tai trong dich vu Analytics cua
vCenterServer, cho phép dbi tuong tin cong da
xac thuc thu thap thong tin ndi b ciia may chu.

- Piém CVSS: 5.5 (trung binh)

14

CVE-2021-22019

- Lb hong ton tai trong dich vu VAPI (vCenter
API) cua vCenterServer, cho phép d6i tuong tan
cong khong can xac thuc thuc hién tin cong tir
chdi dich vu.

- Piém CVSS: 5.3 (trung binh)

15

CVE-2021-22009

- L6 hong ton tai trong dich vu VAPI (vCenter
API) ctua vCenterServer, cho phép d6i tugng tan
cong khong can xac thuc thuc hién tan cong tir
chéi dich vu.

- Piém CVSS: 5.3 (trung binh)

16

CVE-2021-22010

- L6 hong ton tai trong dich vu VPXD (Virtual
Provisioning X Daemon) cua vCenterServer, cho
phép ddi tuong tan cong khong can xac thuc thyuc
hién tin cong tir chdi dich vu.

- Biém CVSS: 5.3 (trung binh)

17

CVE-2021-22008

- L6 hong ton tai trong dich vu VAPI (vCenter
API) cua vCenterServer, cho phép doi tuong tan
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cong khong can xac thuc thuc hién tan cong thu
thap thong tin.

- Piém CVSS: 5.3 (trung binh)

- L6 hong ton tai trong dich vu Analytics cua
vCenterServer, cho phep dbi tuong tan cong da
xéc thyc thyc hién tan cong tir chdi dich vy.

- Piém CVSS: 5.0 (trung binh)

- L5 hong ton tai trong vCenter Server Content
Library, cho phép d6i twong tin cong di xac thuc
thuc hién tin cong SSRF.

- Biém CVSS: 4.3 (trung binh)

- Anh huwéng: vCenter Server phién ban 7.0/6.7/6.5 va vClound
Foundation phién ban 4.3.1/3.10.2.2

2. Hwéng dan khic phuc:

18 | CVE-2021-22020

19 | CVE-2021-21993

Bién phap t6t nhat dé khic phuc 1a cap nhat ban va cho cac 16 hong bao
mat nodi trén theo hudng dan cua hang. Thong tin cac ban cap nhat:

https://www.vmware.com/security/advisories/VMSA-2021-0020.html
3. Nguén tham khao:
https://www.vmware.com/security/advisories/VMSA-2021-0020.html
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