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QUYET DINH 
Ve viec phe duyet cap di) an Wan cac he thOng thi5ng tin 

hien dang van hanh tai thi la An Khe 

UY BAN NHAN DAN THI XA- 

Can ci Ludt To chic Chinh qu.A dia phurmg nom ,2015; Ludt sera dai, ba 
sung mot so dieu cica ludt to chic chinh phi va Ludt to chic chinh quyen dia 
phurmg nom 2019; 

Can cu. Nghi dinh so 85/2016/ND-CP ngay 01 thcing 7 nom 2016 cUa Chinh 
phi bao dam an toan he thong thong tin theo cap de); 

Can ca. Thong to se; 03/2017/TT-B77 iT ngay 24 thong 4 nom 2017 clia Bo 
truang Bd ThOng tin va Truyen thong quy dinh chi ?let va huong dan mdt so ,d`ieu 
cfra Nghi dinh so 85/2016/ND-CP ngay 01 thong 7 nom 2016 cica Chinh 	ye bar) 
dam an toan he thong thong tin theo cap dd; 

Xet de nghi cua Trudeng phong Van hoa va Thong tin tai Van ban so 
143/PVHT7' ngay 16 thciiig 4 nom 2021. 

QUYET DINH: 

Dieu 1. Phe duyet cap dO an toan cac he th6ng thong tin hien dang van hanh 
tai thi xa An Khe, cu the nhu sau: 

1. Th6ng tin chung: Van phong HDND va UBND thi la la don vi van hanh 
cac he thong thong tin clang chung cua thi xa An Khe, trong do co cac he th6ng 
thong tin cap dO 2, cu the: 

- He thOng May chi thi xa; 

- He thong COng/Trang thong tin din tit cua thi xa/xa; 

- He thong mang LAN cua cac ca quan, dan vi thi xa. 

2. Cap d6 an toan he thOng thong tin: Cap dO 2 

3. Phuang an bao dam an toan thong tin 

a) Phucmg,  an dam bao an toan thOng tin trong thiet 	he thOng thong tin 
tucmg t:mg vai cap dO 2 la phi hqp voi quy dinh tai khoan 2 Dieu 9 Th8ng to so 
03/2017/TT-BTTTT va Tieu chuan quOc gia TCVN 11930:2017 v'e Cong nghe 
thong tin - Cac ky thuan an toan - Yeti eau ca ban ye an toan he thong thong tin theo 
cap dO. 

b) Phuang an dam bao an toan thong tin trong qua trinh van hanh he th6ng 
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guyn Himg Vy 

thong tin tutmg irng 	cap Os 2 IA phit hop yed quy dinh tai khoan 2 Dieu 9 ThOng 
to so 03/2017/TT-BTTTT va Tieu chuan quOc gia TCVN 11930:2017 ye Cong nghe 
thong tin - Cac ky thu;an an town - Yeu cau co ban ye an toan he thong thong tin theo 
cap dO. 

Dieu 2. TO chirc thgc hien 

Van phong HDND N/A UBND thi xa có trach nhiem bao dam an wan cac he 
thOng thong tin quan 1Y, dang van hanh theo cac quy dinh tai Dieu 22 Nghi dinh so 
85/2016/ND-CP ngay 01 thang 7 nam 2016 dm Chinh phu ye bao dam an toan he 
thOng thong tin theo cap dO va Tieu chuan quoc gia TCVN 11930:2017 ye Cong 
nghe thong tin - cac ky thuan an toan - Yeu cau co ban ye an toan he thong thong tin 
theo cap dO. 

Dieu 3. Quyet dinh nay co hieu luc thi hanh ke tir ngay 

Chanh Van phOng HDND va UBND thi xa, Truang phong Van hoa va Thong 
tin thi xa, Thu truang cac co quan, don vi va ca nhan có lien quan chin trach nhiem 
thi hanh Quyet dinh nay./ 4  

Nol nh"fin: 
- Nhtr diL 3; 
- Sa "Thong tin va Truy& thong; 
- TT. Thi Uy; 
- TT. HDND thi la; 
- Chu tich va cac PCT UBND thi la; 
- Cac Uy vien UBND thi xa"; 
- UBND cac xa, phu6ng; 
- Cong thong tin din ti thi xa; 
- Ltru: VT, VHTT.w 



TAI LIEU THUYET MINH HO SO DE XUAT CAP DO 
CHO HE THONG THONG TIN THE Xik AN KHE 



-2- 

PHAN I 

THUYET MINH TONG QUAN VE HE THONG THONG TIN 

1. Thong tin Chit quail 14 thOng thong tin 

- Ten TO chirc: Uy ban nhan dan thi xa An Khe. 

- Quy6t dinh thanh lip: Nghi dinh so 155/2003/ND-CP ngay 09/12/2003 Ni'' vic 
thanh lAp thi xa An Khe va huy4i Dak Pa, thanh lap xa Dak Pa thuOc hu)*1 Dak Pa, 
tinh Gia Lai. 

- Ngugi dai di4i: Ong Nguygn Hang V5/, Chi' tich Uy ban nhan dan thi xa. 

- Dia chi: SO 1356 Quang Trung, phuiyng Tay San, thi xA An Khe, tinh Gia Lai. 

- Thong tin lien he: SO din thoai 0269 3832277, ubndankhe@gialai.gov.vn. 

2. Thong tin Don vi van hanh 

- Ten Dom vi van hanh: Van phOng HDND va UBND thi xa An Khe, tinh Gia 
Lai. 

- S6' Quy& dinh thanh lap/Quy dinh chirc nang, nhism vv va quy&I han: 

- NguiYi dai diO: Vii Thi Tu Trinh - Chanh Van phong HDND va UBND thi xa. 

- Dia chi: SO 1356 Quang Trung, phlrgng Tay San, thi xa An Khe, tinh Gia Lai. 

- Thong tin lien he:: SDT: 0269 3832 277. Email: trinhvtt.ankhe@gialai.gov.vn.  

3. MO ti phvn vi, quy mil ciia hg filling 

- Ph4m vi, quy m8 dm N thong: He th6ng thong tin Thi xa An Khe &ITN thie't 
lAp de phvc vv cong tac chi dao diL hanh, cung cap thong tin cua thi xa An Khe. 

- D61 tugng phvc vv dm N thtmg: Ca quan, to chirc, doanh nghip, ngugi dan 
tren dia ban thi xa An KM. 

- Danh rnvc cac N theing thong tin thanh phAn/cac dich vv dugc cung cap bai N 
thOng thi id An Khe: 

+ He thong may chil thi xa; 

+ He thOng COng/Trang thong tin d*1 tir thi xa/xa; 

+ W thong mang LAN dm cac ca quan, dan vi thi xa. 

4. MO ti cAu true can he thAng 

a) Se erj logic tong the 



Vi,ng may chi, nOI 

*Wu 

wog ow 

' 	oFormon 

Cliu frac logic cda he Mang thi x'd An Khe 

Cac vimg mpg dirgc thiat ka nhir sau: 

+ Vimg mpg bien dm:7c thiat ke de kat not he th6ng mpg thi la An KM ra cac 
mpg ben ngoai va mpg Internet; bao ve he thong thi xa An Khe to ben ngoai Internet. 
Van mpg nay trier' khai he thong phong ch8ng tan ding DDoS va Thiet bi cung cap 
c8ng kat not VPN (tich hcfp trong Firewall). 

+ Vimg DMZ d4t cac may chi' ding cong, cung cap dich vu ra ben ngoai Internet. 
Viing mpg nay trian khai thiat bi phong cheing xam nh4p IPS, thiat bi Web 
Application Firewall, thiet bi Anti-Spam (tich hgp trong Firewall). 

+ Wing mpg quan tri dat cac may chi' quan tri va may chi' he tilling. 

+ Vimg may chi' not 1)8 dat cac may chi' not b8, cung cap cac dich vli not bo cho 
ngiari sir dung trong he thong. Viing m4rig nay trier' khai thiat bi phong ch6ng xarn 
nhap IPS, thiat bi Web Application Firewall, thitt bi tubing lira cho CSDL... 

+ Vimg mpg not 138 d4t cac may tinh 	ngul!ri sir dung. 

b) do ket not vat ly 
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Kit not vfit ii efia He thOng thong tin thj xii An Khe 

c) Danh inuc thiit bi sti dung trong he thOng 

TT Ten thiet bi/Chitng loyi 
Vi tri trien 
khai 

Myc dich sir dung 

1 
Router 	DrayTek 	Vigor 
2912F, TotoLink Fl 

Wing mang bien 
K& not va dinh tuy6n 
long vai cac Router dm 
02 ISP 

2 Firewall Sophos XG 135 Vimg DMZ 
Quan V/ truy cap va bao 

 
N/,' \rung mang DMZ 

3 

Switch 	Cisco 	SF-200-24, 
TP-Link 	TL-SF-1008D; 
Complex PS22-16, Tenda 
S105.  

Wing mang nOi 130 
Chuy& mach 6 k6't 116i 
cac thi& bi six dyng mang 
lai vai nhau 

d) Danh muc cac an dung/dich vu cung clip bin he tilting 
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TT Ten dich vu May chii trien khai Muc dich sir dung 

1 
Du phong cac 
He thong dung , 
chung cap xa 

May 	chil 	IBM 
System X3200 M3/ 
Viing may chi' n5i 
b5/ Windows Server 
2008 Standard SP1 

Du phong va km tilt dir lieu cac He 
, 

thong dung chung cap xa: He thong 
M5t dm dien tir; He thOng quan 15f van 

• 
an va dieu hanh. 

 
b 

2 
Du phong cac 
He thong dung 
chung thi xa 

May 	chu 	IBM 
System X650 M4/ 
Wing may chi' n5i 
1)5/ Windows Server 
2008 Standard SP1 

Du phong va ltru tit du lieu cac He 
, 

thong dung chung thi xa: He thong M5t 
, 

dm dien tir; He thong quan 15,  van ban 
va di 	hanh. 

 
dieu 

3 

He thong M5t 
dm 	dien 	tir; 
H,, tho,

ng quan 
1).,  van ban va 
dieu hanh ca 
xa. 

May 	chil 	Lenovo 
System X3650 M5/ 
Wing may chii n5i 

5,
p 

b / Windows Server 
2012 Standard SP1 

Cung cap img dung theo d5i, quan 15,  
thong tin tiep nhan, giai quyet TTHC 

A 	. ben trong he thOng va cung cap thong 
tin citing khai ve DVCTT, tinh twig 

. 	, 
giai quyet TTHC cho ngoai sir dung 
ben ngoai Internet. Cung cap img dung 
quan 15T van ban cho can b5 ben trong 
he thOng; ket nOi, lien thong vai cac he 
thOng lien quan. 

4 

He thOng M5t 
cfra 	dien 	tit; 
He thong quan 

ban 1 	van 	va 5r 
die

5,
u hanh thi 

xa. 

May 	chil 	Lenovo 
System X3650 M5/ 
Yung may chi' n5i 
b / Windows Server 
2012 Standard SP1 

Cung cap irng dung theo doi, quan 1y 
thong tin tiep nhan, giai quyet TTHC 

A ben trong he thOng va cung cap thong 
tin cong khai ve DVCTT, tinh twig 
giai quyet TTHC cho ngtthi sir dung 
ben ngoai Internet. Cung capirng dung 
quan 15,  van ban cho can b5 ben trong 
he thong; ket noi, lien thong voi cac he 
thong lien quan. 
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PHAN II 
THUYET MINH DE XUAT CAP DO AN TOAN HE THONG THONG TIN 

Danh muc he thtmg thong tin va cap dO de xuat twang ring 

TT IR thtmg 
Loai 

thong tin 
xir IS,  

Loyi hinh HTTT 
Cap 

do a 
A xuat 

Can cu a xuAt 

1 
Phong may chu 

He thOng ca so ha 
tang thong tin dung 
chung 	phvc 	vu 
hoat Ong chung 
cua 	cac 	cac 	ca 
quan, dam vi thuOc 
thi xa. 

2 
Khoan 3, Dieu 8 
Nghi 	dinh 	so 
85/2016/ND-CP 

2 
COng/ Trang thong 
tin din tit dm thi 
xaixa 

Thong tin 
cong 
cong 

He thing thong tin 
phkrc vu ngtrei dan, 
doanh , 	nghip

Diem 

cung cap thong tin 
va DVC trkrc tuy6n 
tit ,rm'rc 	dO 	2 	trot 
xuong 

2 

	

& 	a, Khoan 
2, Dieu 8 Nghi 

 

	

dinh 	so 
85/2016/ND-CP 

3 
H" thong mpg not 
bO - LAN dm cac 
ca quan trong thi xa 

He thong co so.  ha 
tang thong tin phyc 
vu hoat dOng cac 
co quan, don vi 
thuOc thi xa. 

2 
Khoan 3, DiL 8 
Nghi 	Binh 	so 
85/2016/ND-CP 

PHAN III 
THUYET MINH PHU'ONG AN BAO DAM AN TOAN 

HE THONG THONG TIN 
1. Yeu cau quill IS,  

1.1. Myc tieu, nguyin tac bao dam an toil' thong tin 

- Viec bao dam an toan thong tin mang la yeu cau Wat buOc trong qua trinh thie't 
ke, xay ch,mg, van hanh, nang cap, sir dung va hay bo trong Ong dung CNTT dm cac 
co quan, don vi teen dia ban thi xa. 
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- Viec thirc hien cac phtrong phap bao dam an toan thong tin phai tuan theo quy 
dinh dm Luit An toan thong tin mang, Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 
cua Chinh phU ve viec dam bao an toan he th6ng thong tin theo cap d6; Thong to so 
03/2017/TT-BTTTT ngay 24/4/2017 dm B6 Thong tin va Truyen thong quy dinh chi 
tit va huong clan mot s6 dieu dm Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cita 
Chinh phil ve bao dam an toan N th6ng thong tin theo cap d6; Quyet dinh s6 
41/2016/QD-UBND ngay 30/9/2016 dm UBND tinh Gia Lai ve ban hanh quy the 
bao dam an toan thong tin mang trong hoat Ong img dung ding nghe thong tin dm 
co quan nha nu& tren dia ban tinh Gia Lai; Quyet dinh so 3618/QD-UBND ngay 
13/12/2017 cua Uy ban nhan dan thi xa An Khe ve viec ban hanh Quy the bao dam 
an toan thong tin mang trong hoat d6ng Ung dung cong nghe thong tin dm cac ca quan 
nha nuoc tren dia ban thi xa An Khe va cac quy dinh dm phap luit c6 lien quan. 

- Thil tnrang cac ca quan, don vi la ngtre:ri chiu trach nhiem trvc tiep chi dao cong 
tic bao dam an toan thong tin mang tai don vi minh. 

- B6 tri ngu6n lvc phit hop yen quy mo, dieu kien dm co quan nham thyc hien 
tot nhit ding tac bao dam an toan thong tin mang. 

- Nhang van ban c6 chira n6i dung bi mat nha nuac phai ducfc quan l)% theo the 
d6 mat theo quy dinh dm phap luit hien hanh. Kh6ng &lye truyen tai teen mang va 
phai dugc ma h6a theo quy dinh dm Luit Ca yeu ngay 26/11/2011. 

- Hoat dOng bao dam an toan thong tin mang phai ducic thvc hien thuong xuyen, 
lien tuc, hieu qua tren co sa tuan thil tieu chuan, quy chuan, quy dinh ve an toan thong 
tin mang. 

1.2. Trach nhi?in trong an toan thong tin 

- Trach nhiem dm Lanh dao co quan, don vi: 

+ T6 chirc chi dao thvc hien cac quy dinh tai Quy the nay va chiu trach nhiem 
trong cong tac bao dam an toan thong tin mang dm ca quan, don vi. 

+ Tao dieu kien de can b6, cong chirc dug:cc h9c tip, nang cao trinh d6 ve an toan 
thong tin mang. 

+ B6 tri, tao dieu kien cho cong chirc, vien chirc chuyen trach v 'e cong nghe thong 
tin ducfc uu tien bOi duang nghiep vii ve an toan thong tin mang. 

, + Ph6i h9p, cung cap th6ng tin va tao diet' kien cho cac don vi c6 thim quyen 
trial khai cong tac kiem tra khac phvc sv c6 xay ra mot cach kip th&i, nhanh chong 
va dat hieu qua. 

+ Hang nam, quan tam b6 tri kinh phi cho viec dao tao an toan thong tin, Ung 
dung cong nghe thong tin not chung va cong tac bao dam an toan thong tin mang not 
rieng trong n6i b6 ca quan. 
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- Trach nhiem cua cong chirc, vien chirc va nguai lao d6ng dugc giao phu trach 
an toan thong tin mang cda dcm vi: 

+ Chiu trach nhiem bao dam an toan thong tin mang cda don vi. 

+ Tham muu lanh dao co quan thuc hien cac quy che, quy trinh not b6, trien khai 
cac giai phap 1(5,-  thuat bao dam an toan thong tin mpg. 

+ Thuc hien viec giam sat, danh gia, bao cao Lanh dao cac rdi ro mat an toan 
th6ng tin mang va mirc d6 nghiem trong cua cac rdi ro do. 

+ Phi hgp vgi cac ca nhan, don vi c6 lien quan trong viec kiem soat, phat hien 
va khac phuc cac su c6 an toan th6ng tin mang. 

+ Thuong xuyen cap nhat nang cao kien thdc, trinh dq chuyen mon dap ling yeu 
cAu bao dam an toan thong tin mang cita don vi. 

- Trach nhiem cua cong chirc, vien chirc, ngtroi lao d6ng trong cac co quan, don 
vi: 

+ Nghiern tuc chap hanh cac quy che, quy trinh not b6 va cac quy dinh khac cua 
phap luat ve an toan thong tin mang. Chiu trach nhiem bao dam an toan thong tin 
mpg trong pham vi trach nhiem va quyen han dtrgc giao. 

+ Moi cong chirc, vien chirc va nguai lao d'6ng phai co trach nhiem to quan 
bao quan thiet bi, tai khoan, ling dung ma minh clugc giao sir dung. 

+ Khi phat hien nguy co hoac su c6 mat an toan thong tin mang phai bao cao 
Van pilot-1g, hoac PhOng Van Ma va Thong tin de kip thgi ngan chan va xir 15r. 

+ Tham gia cac chtrcrng trinh dao tao, h6i nghi ve an toan thong tin mang. 

1.3. Phm vi chinh sich an toan thong tin: Quy dinh bao dam an toan thOng 
tin mpg, bao g6m: Bao ve thong tin ca nhan; bao ve he th6ng thong tin mpg; giarn 
sat an toan he thong thong tin; dam bao an toan thong tin n6i b6; quy trinh ling ciru, 
khAc phuc su c6 mpg; quan 115/, sir dung cac thiet bi CNTT, soan thao va ltru trd van 
ban mat dm co quan, don vi thu6c thi xa. 

1.4. TO chin bao dam an toan thong tin 

- Bao dam an toan thong tin mirc vat 157: Bao ve he th6ng ha tang ky thuat, phAn 
mem, (mg dung va co kr' du lieu kh6i cac moi nguy hiem vat ly (nhu: chay,,n6; nhiet 
d6, d6 am ngoai mirc cho phep; thien tai; mat dien; tac d6ng co hoc) c6 the gay anh 
huong den hoat d'gng he th6ng. 

- Bao dam an toan thong tin khi sir dung may tinh: Cac ca nhan sir dung may tinh 
de xir ly cong viec tuan thil: Chi cai dat phan mem hop le (phan mem co ban quyen 
hoac phan mem ma-  nguon mop c6 nguon gOc re) rang) va duor,phep sir dung, chi truy 
nhap vao cac trang/cong thong tin dien tir, img dung true tuyen tin cay va cac thong 
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tin phi' hgp von chirc nang, trach nhiem, quyen hen cua minh; c6 trach nhiem bao met 
tai khoan troy nhep thong tin ca nhan. 

- Bao dam an toan thong tin d6i von mpg may tinh (mpg Lan, Internet) tai don 
vi. 

- Bao dam an toan thong tin mix du 	Bao dam tinh bi met, nguyen ven va 
kha dung cua thong tin, du lieu; thuc hien sao ltru, du phong cac thong tin, du lieu ca 
ban. 

- Bao dam an toan thong tin khi tiep nhan, phat trien, yen hanh va bao tri h8 thong 
thong tin: Khi tiep nhan, phat trien, nang cap, bao tri he thOng thong tin, ca quan, dun 
vi phai tien hanh phan tich, xac dinh cac rui ro co the xay ra, danh gia pham vi tac 
Ong va phai chuan bi cac bien phap hen ch.& loci trir cac rui ro nay va yeu ceu cac 
b8n cung cap, thi ding, cac Ca nhan lien quan thuc hien. 

1.5. Bao dam ngutm nhan lire 

- Dam bao nhan su chuyen trach ve CNTT la cong chirc Van phong HDND va 
UBND thi xa, Phong Van Me va Thong tin till.' xa, c6 trinh d6 CNTT tir Dai h9c tr6. 

- Co Ice hoach va dinh IKS/ hang narn, to chirc dao tao, bOi throng, tuyen truyen, 
pho bien nang cao kien thirc, ky nang ve an toan thong tin cho can b6, cong chirc; cu 
cong chirc chuyen trach CNTT tham gia lop tap huAn Wei clueing nang cao cita So 
Thong tin va Truyen thong tinh. 

1.6. Quan 15/ thiet ke, xay citing hg thtmg (cap (10 2 tra len) 

- Thie't Ice an toan he thOng thong tin: Tai lieu me, ta quy mo, phem vi va dOi 
tugng sir dung, khai thac, quan 1$, van hanh he thong thong tin; mo ta thiet ke va cac 
thanh phan he thong thong tin; tai lieu mo ta phucrng an dam bao an toan thong tin 
theo cap d6; Tai lieu mo ta phucrng an lira ch9n giai phap ding nghe dam bao an toan 
thong tin. 

- Phat trien phan mem thue khoan: Co h9p dOng, bien ban va cac cam ket dOi vai 
ben thue khoin cac n6i dung lien quan den viec phat trien phan mem thue khoan; yeu 
cau cac nha phat trien cung cap ma nguon phan mem; Cac phan mem truac khi dua 
vao sir dung deu dugc kiem thir truck khi yen hanh khai thic, 

- Thir nghiem va nghiem thu h8 thOng: Tillie hien kiem thir he thOng truce khi 
dua vao yen hanh, khai thac sir dung; co quy trinh thir nghiem va nghiem thu he theing. 

1.7. Quan 157 van hanh hg thOng 

- Thy theo tinh hinh thuc to trien khai img dung CNTT, Phong Van boa va Thong 
tin, Van phong HDND va UBND thi xa thuc hien viec quan ly va kiem soat de ngan 
ngira cac hiem h9a va duy tri an toan cho cac he thong thong tin dm ca quan, phan 
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mem img dung va cac he th6ng thong tin clUng chung cua thi xa dugc giao quan 15/, 
van hanh. Cac n6i dung c6 the bao g6m: 

+ Phong may chit va cac thiet bi mpg quan trong nhu tirimg lira (firewall), thiet 
bi dinh tuyen (router), he th6ng may chu,... phai dugc dat trong phong may chit va co 
cac bien phap bao ve, ngan chan xam nhap trai phep vao phOng may chu. 

+ Bao dam an town moi truang vat ly (nhiet d'6, d6 am, anh sang,...) cho phOng 
may chi", cac he thong h8 trg (may dieu hoa nhiet d6, nguon cap dien, he thong chOng 
set, dtr phong nguon dien, cap quang truyen 	dugc an town va hog d6ng on 
dinh, san sang. 

+ PhOng may chu cua cac co quan la khu vtrc h4n the tip can va dugc dugc lap 
dat he th6ng camera giam sat. Chi nhimg ngtrOi c6 trach nhiem theo quy dinh cua thii 
trueng co quan mai dugc phep vao phong may chu. 

+ He th6ng may chi' phai dugc dan nhan, c6 so do d'au n6i, the hien cu the ve dia 
chi IP, ten may chu. So d6 dau n6i phai dugc cap nhat neu c6 su thay d6i. 

+ Sir dung thiet bi Wong lira, thiet bi phat hien, ngan chan xam nhap trai phep va 
cac trang thiet bi khac nham bao dam an town bao mat thong tin. 

+ Thiet lap, cau hinh day cac tinh nang cua thiet bi an ninh mang. 

+ Sir dung cac cong cu de do tim va phat hien kip thai cac diem yeu, to h6ng va 
cac truy cap bat hip phap vao he thong mang va He th6ng may chu cua thi xa. 

+ Thuong xuyen kiem tra, cap nhat cac ban va 18i tir nha san xuat, phat hanh. 

- Ong dung chit kST s6 chuyen dung de bao dam an toan thong tin mang trong 
viec trien khai ung dung CNTT trong ho4t d6ng oh co quan va phuc vu cong dan, to 
chirc. Chit k5r s6 cua co quan, don vi dugc Van thu quan ly, bao quan va sir dung de 
ky cac van ban dien tit do co quan, don vi phat hanh. Chit ky s6 cua ca nhan lanh dao 
co quan, don vi do lanh dao truc tiep quan 151 va sir dung. 

- Cac co quan, don vi khai thac, sir dung cac img dung, he th6ng thong tin theo 
dung chirc nang, nhiem vu dugc giao, bao dam phuc vu tot cong tac chuyen men, 
nghiep vu cua co quan. 

- Trong qua trinh van hanh he th6ng cac co quan, don vi can thuc hien quy dinh 
ve phong ch6ng virus, ma d6c dap img cac yeu cau co ban nhu: Kiem tra, diet virus 
va ma d6c tren cac phurmg tien mang thong tin, du lieu nhan to ben ngoai tnrac khi 
sir dung; khong ma cac thu dien dr 14, cac tap tin dinh kem ho4c cac lien ket trong cac 
thu 14 de tranh,virus, ma d6c; khong vao cac trang thong tin dien hoc 	cac email 
khong ro nguon g6c xuat xir, clang net; khong tai cac tro chcri vao may hog d6ng 
cong vu; khong tu y cai dat cac phan mem khong ro ngu6n g6c, khong co ban quyen; 
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trong truing hop phat hien nhtmg khong diet duoc virus, ma dOc thi can bao ngay cho 
nguiyi quail tri he th6ng xu1Si. 

1.8. Kiem tra, danh gia va quill ISI riii ro: Thvc hien kiem tra bac, mat hang 
ngay, dinh kSt mil tuan mot Fan; thvc hien sao luu dir lieu hang ngay, sao luu toan bk) 
he th6ng vao ngay thin 7 va chu nhat. 

2. Yen au kS,  thu4t 

2.1. Bao dam an Wan mang (ccip dO 2 tra len) 
a) Thief ke he thong: 

- Phan mem Firewall (tuang lira): LA nhimg Firewall duai clang phAn mem ducic 
cal dat tren Server, có tinh linh hoat cao: Co the them, bat cac quy the, cac chdc nang: 
He dieu hanh Windows Kaspersky Endpoint Security, Sophos XG 135. 

- Firewall cfmg: LA nhang firewall dugc tich hop vao thiet bi phAn cling: 
Sophos XG 135, Router. 

b) Kiem soat truy cap tir ben ngoai mang: Dimg Firewall thiet lap cac Role, vUng 
DMZ cho pile') ben ngoai truy cap vao he thOng. 

c) Kiem soat truy cap tir ben trong mang: DUng Firewall thik lap cac Role, vimg 
DMZ cho phep ra ngoai interne, cAi dat phAn mem diet Malware có ban quyen a cac 
may Client. 

d) Nhat 14 he th6ng: Thiet lap chic nang ghi, luu trir nhat 14 he thong; Thuang 
xuyen xem file log may chi'', log Apache, log firewall. 

e) Phong cho'ng xam nhap: Thuang xuyen lciem tra, cap nhat phien ban firmware 
cac thiet bi mang, cac phan mem diet virus va cac phan mem tien ich khac. 

f) Phong chOng phAn mem dOc hai tren moi truing mang: Thiel lap Role, DMZ 
cho Router LAN a chO'ng truy cap cac trang web dOc hai; chin hoac han the cho truy 
cap a met so cong (Port). 
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g) Bao ve thiet bi he th6ng: Lap dat may lanh, he thong ch6ng set, on ap, tich 
dien de phong, bao ve he th6ng. 

2.2. Ban dam an town may chii 

a) Xac thuc: Cai dat mat khau dang nhap may chi' vai nhimg 14 to dac biet, dO 
dai khong &raj 08 14 tu, thay d6i mat khau t6i thieu 3 thang/1 lan. 

b) Kiem soat truy cap: Kiem soat qua trinh truy cap tir ben ngoai bang port, sir 
dung VPN de truy cap tir xa. 

c) Nhat 14 he th6ng: Xem file log may chii, thong bao cua cac phan mem security 
cua he thong. 

d) Phang ch6ng xam nhap: Loai bo cac tai khoan khong sir dung tren may chir, 
Sir dung firewall cua he dieu hanh va he th6ng de chan hoac han the cac truy cap trai 
phep tOi may chii; thutrng xuyen cap nhat cac ban va, xir 15,  cac diem yeu an town cho 
he dieu hanh va cac dich vu he thong teen may chil. 

e) Ph6ng ch6ng phan mem d6c hai: Cai dat phan mem diet virus có ban quyen 
danh cho may chu, may client not b6. 

Xir 1)% may chu khi chuyen giao: Sao km tat ca &it lieu (neu can thiet) truck khi 
chuyen giao hoac xOa sack thong tin, du lieu tren may chu khi d6i myc dich sir dung. 

2.3. Ban dam an town ting dung 

a) Xac thuc: Thiet lap cau hinh img dung xac thuc ngutti sir dung khi truy cap, 
quan tri, cau hinh img dyng; Yeu cau thay doi mat khau mac dinh; Thiel lap thiyi gian 
yeu cau thay d6i mat khAu; Thiet lap thoi gian mat khan hop le va han the s6 15.n dang 
nhap sai trong khoang thbi gian nhat dinh 	tai khoan nhat dinh 

b) Kiem soat truy cap: Chi cho phep sir dung cac ket neii an town khi truy cap, 
quan tri img dyng tir xa. 

c) Nhat k5,  he th6ng: Ghi nhat ky cac thong tin truy cap img dyng ; Thong tin 
dang nhap quan tri img dung; thong tin cac 18i phat sinh trong qua trinh hoat d6ng; 
Thong tin thay doi cau hinh img dung. 

d) Bao mat thong tin lien lac: Khong sir dung ket not mang khong ma hem trong 
vi'ec quan tri img dyng tit xa. 

e) Ch6ng chi ba: Sir dung nhimg img dpng có chit k5,  s6 tir nha cung cap hoac 
tac gia va sir dung chit k57 s6 khi trao d6i thong tin, du lieu quan tong. 

2.4. Ban dam an town dir IVO 

a) Nguyen ven du lieu: CO pinrcmg an quan 1)'/, km trit du lieu quan tong hang 
ngay trong he th6ng. 
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b) Bao m'a't du lieu: Ltru trir co mat khAu bao ve, ma hoa cac thong tin, di: lieu 
tren phtrcmg tien luu frit quan tr9ng. 

c) Sao luu du phOng: Sao luu du phong der lieu may chil, img dung dtrqc thus 
hien to dOng Office voi N thong NAS. 
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