Cach phong ngtra va bién phap xur ly khi phat hién may tinh bi lay
nhiem ma doc Ransomware

Trong thai gian gan day may tinh trong nhiéu cc quan td chirc tai Viét
Nam da xay ra lay nhiém cac phién ban méi cia ma doc Ransomware nhu
CTB Locker/Critroni hodc Onion. Day la loai ma doc rat nguy hi€ém, c6 thé
dan dén mat mat di li€u I6n trong cac co quan, td chiic va cd nhan, dic
biét khi bi nhiém ma ddc va cac tai liéu d3 bi ma hda thi khdng thé khoi
phuc dir li€u. Hién nay, tai Gia Lai da c6 mot s6 hé thng mang ndi bd
(LAN) cua dan vi, dia phuong bi lay nhiém ma doc Ransomware, hau qua
la bi chiém quyén ki€ém soat, bi thu thap thdng tin hodc thdm chi bi m3
hda toan bd may tinh. D& dam bao an toan thdng tin trén hé théng do cac
don vi, dia phuong dang quan ly, Trung tam Cong nghé thong tin va
Truyén thong tinh Gia Lai dua ra cac giai phap phong ngura va bién phap
xUr ly khi phat hién mdy tinh bi Iay nhiém m3 doc Ransomware

1. Ransomware la gi?

bay la cach goi tén cia dang ma doc mdi nhat va co tinh nguy hiém
cao db doi véi nhan vién van phong, bdgi khi bi lay nhiém nd s€ ma hoda
toan bd cac tap tin tai liéu: MS Word (.doc, .docx), MS Excel (.xls, .xIsx),
dang PDF (.pdf), file anh (.gif, .jpg, .png,...), file nén (.zip) va cac tap tin
khac trén may tinh bi nhiém lam cho nan nhan khéng th€ ma dugc file.

M&t trong nhitng dai dién ndi tiéng cla ma ddc Ransomware nay la
CTBLocker/Critroni hodc Onion. Cac chuyén gia cua Kaspersky Lab nhan
dang cac trudng hdp bi nhiém nhiéu nhat tai Viét Nam la do Trojan-
Ransom.Win32.0nion gay nén.

2. Cac phuong phap lay nhiém:

Mot s6 phuong phap lay lan chi yéu cia ma doc Ransomware la:
- GUi tép tin nhiém ma doc kem theo thu dién t, khi ngudi st dung

kich hoat tép tin dinh kem thu dién tir sé lam Iay nhiém ma doc vao may

tinh.

- GUi thu dién tir hodc tin nhdn dién tir ¢d chra dudng dan dén phan
mém bi gia mao bdi ma déc Ransomware va danh IUa ngudi st dung truy
cap vao dudng dan ndy dé v y tu cai ddt md@ doc 1én may tinh.

- Ngoai ra may tinh con cd thé bi nhiém thdng qua cac con dudng
khac nhu 1ay lan qua cac thiét bi luu trr; 1ay qua cai dat phan mém; sao
chép dit liéu, phan mém; truy cap tur cac trang web khong rd ngudn goc;
cac phan mém game tro chai cé chira ma doc, ...

3. Hinh thirc hoat dong ciia ma doc Ransomware:

Thong thudng, sau khi xam nhap vao may tinh, n6 sé ti€én hanh ma
hda dit liéu bang cach s dung thuat toan ma hda vdi khda cong khai
(public-key).

Nhiéu ma déc Ransomware dudc nguy trang kha tot, d6i khi ching sé



dua ra nhitng canh bao gid cho ngu’dl diung d& mua ban quyén phan
mém,...; mot so trudng hdp khac, ma doc Ransomware sé tham nhap sau
Vao ben trong hé thdng clia may roi hién thi mét thong bdo; mdt s6 loai
ma doc con ti€n hanh khdéa may tinh nan nhan khong cho sfr dung hoac
dua ra cac canh bao. Sau do ma doc s€ yéu cau ngudi bi hai thanh toan
qua mang (thé tin dung hodc bitcoin) dé 18y mét khdu gidi ma cac tép d3
bi ma hoa trai phép.

4. Mot s6 bién phap phong ngira dé han ché kha niang nhiém m3
doc Ramsomware:

- Thiét lap quyén ngudi s’ dung khong & ché d6 quan tri hé thong
(Administrator) va thi€t 13p cac cdu hinh nham bao vé file vdi quyén khong
cho phép xda, stra cac file quan trong mét cach tu dong. Ngan chan viéc
thuc thi cac 0ng dung tU cac thu muc chlra dir liéu quan trong.
Thudng xuyén cap nhat ban va, phién ban mdi nhat cho hé diéu hanh va
phan mém chéng ma doc (Kaspersky, Synmatec, Avast, AVG, MSE, Bkav,
CMC, v.v...). Nén sir dung cac phién ban phan mém phong chéng ma déc
c6 chic nang dam bao an toan khi truy cap Internet va phat hién ma doc
truc tuyén.

- Thudng xuyén st dung phan mém diét ma ddc, virus kiém tra may
tinh, & luu tr{r d€ phat hién sém néu xuat hién ma doc trén thiét bi.

- Can cha y canh giac véi cac tép tin dinh kem, cac du‘dng dan (Iink)
dugc gu’l dén qua thu dién ti hodc tin nhan, han che toi da viéc truy cap
vao cac dudng dan nay vi tin tic ¢ thé danh cdp hodc gid mao hom thu
dién tI ngudi gui phat tan cac két ndi chira ma doc.

- S dung phan mém diét virus kiém tra cac tép tin dugc gl qua thu
dién tur, tai tUr trén mang vé trudc khi kich hoat. Néu khong can thiét hoac
khong rd nguon goc thi khong kich hoat cac tép tin nay.

- Pam bao cac tinh nang bao vé thai gian thuc nhu: System Watcher

(giam sat hé thong) cua chuang trinh Kaspersky, Real time Protection cua
Bkav Pro,...

- Tat ché do tu dong md, chay cac tép tin dinh kem theo thu dién tdr.
Cau hinh han ché truy cap dén cac thu muc chia sé trong mang.

- B4t tinh ndng System Protection (System Restore) cho tét ca cac &
dia.

- Bat tinh nang cua thiét bi tudng Itra (Firewall) hién c6 cua don vi
chan cac dia chi IP la tur cac nudc khac truy nhap vao hé thong.
5. Thuc hién sao luu dinh ky dir liéu:

- Can tién hanh sao luu va bao vé dinh ky di li€u thuGng xuyén bang
cac thiét bi rGi dé co thé khoi phuc dir liéu khi may tinh bi Ransomware
gay hai, cac cg quan, dan vi co thé tham khao mét s6 bién phap sau:



- SU dung dia CD, DVD d€ sao luu dif liéu la phucong phap don gian va
an toan, tuy nhién khong dugc thuan tién khi sir dung lau dai va thuGng
Xuyén.

- SUr dung céc 6 luu trir USB, 6 dia cdm ngoai, & chia sé mang v.v...
Can cht y dif liéu trong cac 6 luu trit ndy hoan toan cd thé bi anh hudng
né€u két nbi vao may tinh da bi nhiém ma déc Ransomware. Do vay phai
dam bao may chua bi nhiém ma doc trudc khi sao luu hodc khdi dong
may tinh t&r 6 dia khdi ddng ngoai khi thuc hién sao luu d€ dam bao an
toan.

- SUr dung céc cdng cu, gidi phap chuyén dung dé sao luu nhu: cac
may chu quan ly tép tin, may chu sao luu tur xa, cac cong cu luu trlr dam
may cho phép khdi phuc lich st thay déi clia tap tin ma khi xay ra su’ ¢d cd
thé khéi phuc lai tir thdi diém trudc dé...

6. X ly khi phat hién bi 1ay nhiém ma doc:

Khi m3 ddc Ransomware a8y nhiém vao mdy tinh bi hai, ma doc sé
ti€n hanh ma hda cac tép tin dir liéu, khéa may tinh clia ngudi dung dé
ngudi dung khdng can thiép dé tat ti€n trinh dang chay. Do qua trinh m3
hda can sé dugc thuc hién trong thai gian dai chinh vi vay viéc phan (ing
nhanh chéng khi phat hién ra su c8 s& gilp giam thiéu thiét hai cho cac dir
liéu ch(ra trén may bi nhiém va gilp cac chuyén gia c6 thé khdi phuc cac
dir liéu bi ma hda. Do do, d6i véi cac may tinh ca nhan khi phat hién ra
dau hiéu bi lay nhiém ma doc Ransomware can phai nhanh chéng thuc
hién cac thao tac sau:

- Nhanh choéng tat may tinh (tat ngudn dién, khong st dung chirc
nang shutdown cta hé diéu hanh).

- Phai st dung hé th6ng sach tir USB, DVD, CD,...dé khdi dong
may tinh bi nhiém trudc khi thuc hién sao luu cac dit liéu chua bi ma hoa.

- Cai dat lai toan bd hé théng, cai phan mém diét virus cap nhat
phién ban mdi nhat va ti€n hanh quét toan bo dir liéu trén may tinh trudc
khi sao chép lai cac dir liéu vao may tinh.
7. Khoi phuc cac file bi anh hudng:

Hién nay van chua cé mot phan mém hitu hiéu hodc dich vu thuong
mai nao cho phép giai ma cac file da bi ma hda. Mac du khong co kha
nang giai ma cac file da bi ma déc ma hda, Tuy nhién, trong mot sd
trudng hgp cd thé sir dung cac phan mém khdi phuc dir liéu nhu: FTK,
EaseUs, R-STUDIO, RectorDecryptor, XoristDecryptor, RakhniDecryptor tai
dia chi http://support.kaspersky.com/viruses/utility d€ khdi phuc cac file
nguyén ban da bi xéa hay ma hda hodc tai phan mém Anti Ransomware
cla Bkav tai dia chi http://www.bkav.com.vn/download/BkavRS.exe va
phan mém ShadowExplore tai dia chi
http://www.shadowexplorer.com/uploads/ShadowExplorer-0.9-portable.zip dé
khéi phuc dit liéu ci ma Windows da tao ban sao trudc do.



http://www.bkav.com.vn/download/BkavRS.exe
http://www.shadowexplorer.com/uploads/ShadowExplorer-0.9-portable.zip

Trudng hap, Quy ca quan, don vi khdng dam bao nang Iuc dé xr ly su
cd nay thi phai yéu cau su’ ho trg cla cac chuyén gia vé an toan thong tin
nham giam thi€u cac thiét hai khi xay ra su c6. Cac don vi cd thé gui cac
tap tin dang ngd theo dang nén va mat khau qua dia chi sau:

- Kaspersky: newvirus@kaspersky.com
- Bkav Pro: BkavPro@bkav.com

Hodc lién hé Trung tam Cong nghé thdng tin va Truyén thong tinh Gia

Lai d€ ho trg ky thuét.
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