UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

THI XA AN KHE Péc lap - Ty do - Hanh phiic
sé: 696/Qp-UBND An Khé, ngay J théng 4 ném 2021
QUYET PINH

Vé viéc phé duyét cAp d9 an toan cic hé thong thong tin
hién dang van hanh tai thi xa An Khé

UY BAN NHAN DAN THI XA

Can cir Lugt T6 chike Chinh quyén dia phuong nam 2015; Luat swa dg‘;i, b6
sung mot so diéu cua ludt t6 chirc chinh phu va Ludt t6 chirc chinh quyén dia
phwong nam 2019,

Can cir Nghi dinh s6 85/2016/NP-CP ngay 01 thang 7 nam 2016 cua Chinh
phii vé bao dam an toan hé thong théng tin theo cdp dj;

Cdn cir Thong tu s6 03/2017/TT-BTTTT ngay 24 thing 4 ndm 2017 cia Bé
rmang B¢ Thong tin va Truyén théng quy dinh chi tiét va hwang dan mét sé dzéu
cua Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé bao
dam an toan hé théng thong tin theo cap do;

Xét dé nghi cua Truéng phong Vin héa va Théng tin tai Vin ban sé
143/PVHTT ngay 16 thdng 4 nam 2021.
QUYET PINH:
Diéu 1. Phé duyét cap do an toan cac hé théng thong tin hién dang van hanh
tai thi xa An Khé, cu thé nhu sau:

1. Thong tin chung: Van phong HDND va UBND thi x4 la don vi van hanh
cac hé thong thong tin dung chung cua thi x& An Khé, trong dé c6 cac hé thong
thong tin cap do 2, cu thé:

- Hé théng May chu thi x3;

- Hé théng Cdng/Trang thong tin dién tir ctia thi xd/xa;
- Hé thémg mang LAN cua céac co quan, don vj thi xa.
2. Cap d0 an toan hé thong thong tin: Cap d6 2

3. Phuong an bao dam an toan théng tin

a) Phuong 4n dam bao an toan théng tin trong thiét ké hé théng thong tin
twong tng véi cap do 2 1a phu hgp véi quy dinh tai khoan 2 Piéu 9 Théng tu 50
03/2017/TT-BTTTT va Tiéu chuan quoc gia TCVN 11930:2017 vé Cong nghé
thong tin - Céc k¥ thuén an toan - Yéu cau co ban vé an toan hé thong thong tin theo
cap do.

b) Phuong 4n dam bao an toan thong tin trong qua trinh van hanh hé thong



thong tin tuong Umg véi cép do 2 1a phu hop véi quy dinh tai khoan 2 Dleu 9 Thong
tu s0 03/2017/TT-BTTTT va Tiéu chuan quoc gia TCVN 11930:2017 vé Cong nghé
thong tin - C4c k¥ thuan an toan - Yéu ciu co ban vé an toan hé théng théng tin theo
cap do.

Piéu 2. T6 chirc thyce hién

~ Vin phong HDND va UBND thi xa c6 trach nhi¢m bao dam an toan cac hé
thong thong tin quan ly, dang van hanh theo cac quy dinh tai Dléu 22 Nghi dinh s6
85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh phu vé bao dam an toan h¢
thong théng tin theo cip d va Tiéu chuén quoc gia TCVN 11930:2017 vé Cong
nghé thong tin - cac k¥ thudn an toan - Yéu cau co ban vé an toan hé thng thong tin
theo cap do.

Diéu 3. Quyét dinh nay c6 hiéu lyc thi hanh ké tir ngay ky.

Chanh Vian phong HDND va UBND thi xa, Trudng phong Van hoa va Thong
tin thi x4, Thu trudng cac co quan, don vi va ca nhan co lién quan chiu trach nhiém
thi hanh Quyet dinh nay./.,,

Noi nhin: T™. UY BAN NHAN DAN
- Nhu diéu 3;

- S& Théng tin va Truyén thong;

- TT. Thi uy;

- TT. HDND thi xa;

- Chu tich va cac PCT UBND thi x4;
- Céac Uy vién UBND thi x4;

- UBND céc xa, phuong;

- Cong thong tin dién tir thi xa;

- Luu: VT, VHTT'L,{E( 7
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PHAN I
THUYET MINH TONG QUAN VE HE THONG THONG TIN

1. Thong tin Chii quan hé thong thong tin
- Tén Tb chirc: Uy ban nhén dan thi xa An Khé.

- Quyét dinh thanh 14p: Nghi dinh s6 155/2003/ND-CP ngay 09/12/2003 vé viéc
thanh 1ap thi xa An Khé va huyén Dak Po, thanh 1dp xd Dak Po thugc huyén Dak Po,
tinh Gia Lai.

- Nguoi dai dién: Ong Nguyén Hung V§, Chu tich Uy ban nhéan dén thi xa.

- Pia chi: S6 1356 Quang Trung, phudng Tay Son, thi xd An Khé, tinh Gia Lai.
- Thong tin lién hé: S6 dién thoai 0269 3832277, ubndankhe@gialai.gov.vn.

2. Thong tin Pon vi van hanh

- Tén Don vi van hanh: Van phong HDND va UBND thj xd@ An Khé, tinh Gia
Lai.

-S6 Quyét dinh thanh 1ap/Quy dinh chirc nang, nhiém vu va quyén han:

- Nguoi dai dién: Vi Thi Ta Trinh - Chanh Van phong HDND va UBND thj xa.
- Dia chi: $6 1356 Quang Trung, phuong Tay Son, thi xd An Khé, tinh Gia Lai.
- Thong tin lién hé: SPT: 0269 3832 277. Email: trinhvtt.ankhe@gialai.gov.vn.

3. M6 ta pham vi, quy md ciia hé thong

- Pham vi, quy mé ctia hé thong: Hé thong thong tin Thi xd An Khé duoc thiét
lap dé phuc vu cong tac chi dao diéu hanh, cung cip thong tin cta thi xd An Khé.

- D6i tugng phuc vu ciia hé théng: Co quan, t chirc, doanh nghiép, ngudi dan
trén dia ban thi xa An Khé.

- Danh muyc céc hé thong thong tin thanh phan/céac dich vu dugc cung cap bai hé
thong thi xd An Khé:

+ Hé théng may chu thi xa;

+ Hé thong Cong/Trang thong tin dién tir thj xa/xa;

+ Hé théng mang LAN cua céc co quan, don vi thi xa.
4. M6 ta cau tric cia hé thong

a) So do logic tong thé



Ciu tric logic ciia h¢ thong thi xd An Khé

Céc ving mang dugc thiét ké nhu sau:

+ Ving mang bién dugc thiét ké dé két ndi hé thong mang thi xa An Khé ra céc
mang bén ngoai va mang Internet; bao vé hé théng thi x4 An Khé tir bén ngoai Internet.
Viing mang nay trién khai hé théng phong chéng tin céng DDoS va Thiét bj cung cip
cdng két ndi VPN (tich hop trong Firewall).

+ Ving DMZ d3t cic méy chu cong cong, cung cap dich vu ra bén ngoai Internet.
Ving mang nay trién khai thiét bi phong chdng x4m nhap IPS, thiét bi Web
Application Firewall, thiét bj Anti-Spam (tich hop trong Firewall).

+ Ving mang quan trj dit cdc may chu quan tri va may chu hé thong.

+ Vung may chu ndi bd dét cac may chu ndi by, cung cép cac dich vu ndi bg cho
ngudi str dung trong hé théng. Ving mang nay trién khai thiét bj phong chéng xam
nhép IPS, thiét bj Web Application Firewall, thiét bj tuong lira cho CSDL...

+ Vung mang ndi by dat cac mdy tinh cia ngudi sir dung.

b) So db két noi vit Iy



Két noi vit Iy ciia H¢ thong théong tin thi xd An Khé

¢) Danh muc thiét bj sir dung trong hé thong

Vi tri trién

TT| Tén thiét bi/Chiing loai Kkhai Muc dich sir dyng
A A \ . X
| | Router DrayTek  Vigor i sang bl ?f:; r:’;l z:c T{ﬂtet:zzz
2912F, TotoLink F1 € rng ong
02 ISP
2 | Firewall Sophos XG 135 | Ving DMZ Quan ly truy cdp va bao
. & vé viing mang DMZ
Switch Cisco SF-200-24, R E
, | TPLink  TL-SF-1008D; | | - C,h“gzﬂ‘t‘:ﬁ‘“;‘:e k‘:l e
Complex PS22-16, Tenda| ' & Mangneibecacthich bl st Cling mang
lai véi nhau

S105.

d) Danh muc cdc ieng dung/dich vu cung cip béi hé thong
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Tén dich vu

My chi trién khai

Muc dich sir dung

Dy phong cac
Hé théng dung
chung cap xa

May cha IBM
System X3200 M3/
Vung may chu ndi
bd/ Windows Server
2008 Standard SP1

Du phong va luu trir dir liéu cac Hé
thong ding chung cdp xi: Hé thong
Mot ctia dién tir; Hé théng quan ly van
ban va diéu hanh.

Du phong céc
Hé thong dung
chung thi xa

May «cha IBM
System X650 M4/
Viung may chu ndi
bd/ Windows Server
2008 Standard SP1

Dy phong va luu trir dir liéu cac Hé
thdng dung chung thi xa: Hé théng Mot
cua dién tir; Hé théng quan 1y vin ban
va diéu hanh.

Hé théng Mot
cua dién tu;
Hé¢ théng quan
ly van ban va
didu hanh cép
xa.

May cha Lenovo
System X3650 M5/
Vung may chu ndi
bd/ Windows Server
2012 Standard SP1

Cung cép tng dung theo ddi, quan ly
thong tin tiép nhan, giai quyét TTHC
bén trong hé thdng va cung cap thong
tin cong khai vé DVCTT, tinh trang
giai quyét TTHC cho ngudi str dung
bén ngoai Internet. Cung cép tng dung
quan ly van ban cho cén by bén trong
hé thong; két ndi, lién thong véi céc hé
théng lién quan.

Hé théng Mot
cira dién tu;
Hé théng quan
ly van ban va
didu hanh thi
Xa.

Miéy cha Lenovo
System X3650 M5/
Ving may chu ndi
bd/ Windows Server
2012 Standard SP1

Cung cép tmg dung theo ddi, quan ly
théng tin tiép nhén, giai quyét TTHC
bén trong hé théng va cung cap thong
tin cong khai vé DVCTT, tinh trang
giai quyét TTHC cho ngudi st dung
bén ngoai Internet. Cung cép img dung
quan ly vidn ban cho can by bén trong
hé thong; két ni, lién thong véi cac hé
théng lién quan.
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PHAN II
THUYET MINH DE XUAT CAP PQ AN TOAN HE THONG THONG TIN

Danh muc hé thong thong tin va cAp dj dé xuit twong ing

Loai Cap
TT Hé thong thong tin | Loai hinh HTTT |d¢ dé | Ciin cir dé xuat
xir ly xuat

Heé thong co sd ha

tang thong tin ding
1 chung phuc wvu Khoén 3, Diéu 8
Phong may chu hoat dong chung| 2 |[Nghi dinh sb
cua cac cac co 85/2016/ND-CP
quan, don vj thudc
thi xa.
Hé thong thong tin
phuc vu ngudi dan, .2 "
Cong/ Trang théng | Thong tin |doanh nghiép, Dlen.l; - Khoar}
s, gea w4 ) B e 2, Diéu 8 Nghi
2 |tin dién to cua thi |cOng cung cap thong tin | 2 dinh o
5/ ~ A \ D t A ¥
AR sug  (vaDVC e by 85/2016/ND-CP
tr mac d§ 2 tré
xudng

Hé théng co so ha

Hé théng mang ndi tang thong tin phuc Khoan 3, Diéu 8
3 |bd - LAN cua cac vu hoat dong cac| 2 |Nghi dinh sb
co quan trong thi xa co quan, don vi 85/2016/ND-CP

thudc thi x4a.

PHAN III
THUYET MINH PHUONG AN BAO PAM AN TOAN
HE THONG THONG TIN
1. Yéu cau quén ly

1.1. Muc tiéu, nguyén tic bio dam an toan thong tin

- Viéc bao dam an toan thong tin mang la yéu cau bét budc trong qua trinh thiét
ké, xay dung, van hanh, nang cép, sir dung va hiy bé trong tmg dung CNTT cuiia céc
co quan, don vi trén dia ban thj xa.



F=

- Viéc thyc hién céc phuong phap bao dam an toan thong tin phai tuan theo quy
dinh ciia Luat An toan thong tin mang, Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016
ctia Chinh phu vé viéc dam bao an toan hé thong thong tin theo cip d; Thong tu s6
03/2017/TT-BTTTT ngay 24/4/2017 ctia B6 Théng tin va Truyén thong quy dinh chi
tiét va hudng din mot s6 diéu ctia Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cua
Chinh phu vé bao dam an toan hé thong théng tin theo cap do; Quyét dinh sb
41/2016/QD-UBND ngay 30/9/2016 cia UBND tinh Gia Lai vé ban hanh quy ché
bao dam an toan thong tin mang trong hoat dong trng dung céng nghé thong tin cta
co quan nha nudc trén dja ban tinh Gia Lai; Quyét dinh s6 3618/QD-UBND ngay
13/12/2017 ctia Uy ban nhan déan thj xd An Khé vé viéc ban hanh Quy ché bao dam
an toan thong tin mang trong hoat dong ing dung céng nghé thong tin ctia cac co quan
nha nudce trén dia ban thi xa An Khé va cac quy dinh ctua phép luat ¢ lién quan.

- Thi trudng céc co quan, don vi 1a ngudi chiu trach nhiém truc tiép chi dao cong
tac bao dam an toan thong tin mang tai don vi minh.

- B6 tri ngudn luc phu hop véi quy mé, diéu kién ciia co quan nhim thyc hién
t6t nhat cong tac bao dam an toan thong tin mang.

- Nhitng vin ban c6 chira ndi dung bi mat nha nuée phai dugc quan ly theo ché
dd mat theo quy dinh ctia phép ludt hién hanh. Khong dugc truyén tai trén mang va
phai dugc mé héa theo quy dinh cta Luit Co yéu ngay 26/11/2011.

- Hoat dong bao dam an toan thong tin mang phai dugc thyc hién thudng xuyén,
lién tuc, hiéu qua trén co sé tudn thi tiéu chuan, quy chuén, quy dinh vé an toan thong
tin mang.

1.2. Trach nhiém trong an toan thong tin

- Trach nhiém cua Lanh dao co quan, don vi:

+ T chirc chi dao thyc hién céc quy dinh tai Quy ché nay va chiju trach nhiém
trong cong tac bao dam an toan thong tin mang cua co quan, don vi.

+ Tao diéu kién dé cén b, cong chirc duge hoc tap, nang cao trinh do vé an toan
thong tin mang.

+ B4 tri, tao diéu kién cho cong chirc, vién chirc chuyén trach vé céng nghé théng
tin dugc wu tién boi dudng nghiép vu vé an toan thong tin mang.

+ Phéi hop, cung cip théng tin va tao diéu kién cho cic don vi cé thdm quyén
trién khai cong tac kiém tra khic phuc sy cé xay ra mét cach kip thdi, nhanh chéng
va dat hi¢u qua.

+ Hing nam, quan tdm bd tri kinh phi cho viéc dao tao an toan thong tin, (mg
dung cong nghé thong tin ndi chung va cong tac bao dam an toan théng tin mang noi
riéng trong ndi bg co quan.
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- Trach nhiém ctia cong chirc, vién chirc va ngudi lao dong duge giao phu trach
an toan théng tin mang cua don vi:

+ Chiu trach nhi¢m bao dam an toan thong tin mang cua don vi.

+ Tham muu lanh dao co quan thye hién cac quy ché, quy trinh ndi b, trién khai
cac giai phap k¥ thuat bao dam an toan thong tin mang.

+ Thuc hién viéc giam sat, danh gia, bao cdo Lanh dao cdc rui ro mét an toan
thong tin mang va mirc dd nghiém trong cua cac rui ro do.

+ Phéi hop véi céc ca nhan, don vi c6 lién quan trong viéc kiém soét, phat hién
va khac phuc cac sy ¢0 an toan thong tin mang.

+ Thuong xuyén cap nhat ning cao kién thirc, trinh d§ chuyén mén dap img yéu
cau bao dam an toan thong tin mang cua don vi.

- Trach nhiém cua cdng chirc, vién chirc, nguoi lao dong trong cac co quan, don
Vi

+ Nghiém tic chap hanh cac quy ché, quy trinh ndi bg va cac quy dinh khéc cta
phap luédt vé an toan thong tin mang. Chiu trach nhiém bao dam an toan thong tin
mang trong pham vi trach nhiém va quyeén han dugc giao.

+ M&i cong chirc, vién chirc va ngudi lao dong phai ¢é trach nhiém tu quan ly,
bao quan thiét bi, tai khoan, tmg dung ma minh dugc giao sir dung.

+ Khi phat hién nguy co hodc sy ¢6 mét an toan thong tin mang phai bao céo
Vin phong, hoic Phong Vin héa va Thong tin dé kip thoi ngin chin va xit 1y.

+ Tham gia cac chuong trinh dao tao, hdi nghij vé an toan thong tin mang.

1.3. Pham vi chinh sach an toan thong tin: Quy dinh bao dam an toan thong
tin mang, bao g("im: Bao vé thong tin ca nhan; bao vé hé théng thong tin mang; giam
sat an toan hé thong thong tin; dam bao an toan thong tin ndi bd; quy trinh tng ciru,
khic phuc su ¢6 mang; quan ly, sir dung cac thiét bj CNTT, soan thao va luu trir vin
ban mat cua co quan, don vi thudc thj xa.

1.4. T6 chirc biao dam an toan thong tin

- Bao dam an toan théng tin murc vat ly: Bao vé hé théng ha ting k¥ thuat, phan
mém, tmg dung va co s& dir liéu khoi cdc mbi nguy hiém vt 1y (nhu: chay, nd; nhiét
d6, 6 4am ngoai mirc cho phép; thién tai; mat dién; tac dong co hoc) cé thé giy anh
hudng dén hoat dong hé thdng.

- Bao dam an toan thong tin khi sir dung may tinh: Cac ca nhén sir dung mdy tinh
dé xir ly cong viée tuan thu: Chi cai dat phan mém hop 1é (phdn mém c6 ban quyén
hodc phin mém ma ngudn mé c6 ngudn gde rd rang) va duge phép sir dung, chi truy
nhap véo céc trang/cdng thong tin dién tir, img dung truc tuyén tin cdy va cac théng
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tin phu hgp véi chirc nang, trach nhiém, quyén han ctia minh; c¢6 trach nhiém bao mat
tai khoan truy nhép thong tin cé nhan.

- Bao dam an toan thong tin d6i véi mang may tinh (mang Lan, Internet) tai don
Vi.

- Bao dam an toan thong tin muc dir liéu: Bao dam tinh bi méat, nguyén ven va
kha dung cua thong tin, dir liéu; thyc hién sao luu, du phong cac thong tin, dir liéu co
ban.

- Bao dam an toan thong tin khi tiép nhan, phat trién, van hanh va bao tri hé thong
thong tin: Khi tiép nhan, phat trién, ning cdp, bao tri hé théng thong tin, co quan, don
vi phai tién hanh phan tich, xac dinh céc rui ro c6 thé xay ra, danh gia pham vi téc
dong va phai chuin bj céc bién phap han ché, loai trir céc rui ro ndy va yéu ciu céc
bén cung cép, thi cong, cac ca nhan lién quan thyc hién.

1.5. Biao dam ngudn nhén lre

- Dam béo nhan sy chuyén trach vé CNTT la céng chirc Vin phong HDND va
UBND thi xa, Phong Van héa va Thong tin thi xa, cé trinh d6 CNTT tir Pai hoc tré.

- C6 ké hoach va dinh ky hang nam, td chirc dao tao, bdi dudng, tuyén truyén,
phd bién nang cao kién thirc, ki ning vé an toan thong tin cho can bd, cong chirc; cir
cong chirc chuyén trach CNTT tham gia 16p tip huén bdi dudng nang cao cia S&
Théng tin va Truyén thong tinh.

1.6. Quin ly thiét ké, xdy dung hé thdng (cdp dé 2 tré lén)

- Thiét ké an toan hé thdng théng tin: Tai liéu mé ta quy md, pham vi va déi
tugng sir dung, khai théc, quan ly van hanh hé thong thong tin; mé ta thiét ké va céac
thanh phan hé thong thong tin; tai liéu mé ta phuong 4n dam bao an toan théng tin
theo cp d¢; Tai liéu mé ta phuong 4n lwa chon giai phap cong nghé dam bao an toan
thong tin.

- Phét trién phan mém thué khoan: Cé hgp ddng, bién ban va cac cam két dbi véi
bén thué khoan cac ndi dung lién quan dén viéc phat trién phan mém thué khoén; yéu
cau cac nha phat trién cung cap ma ngudn phdn mém; Céc phan mém trude khi dua
vao sur dung déu duoc kiém thir trude khi van hanh khai théc,

- Thir nghiém va nghiém thu hé théng: Thuc hién kiém thir hé théng truéce khi
dua vao véan hanh, khai thac sir dung; ¢6 quy trinh thir nghiém va nghiém thu hé¢ thong.

1.7. Quan 1y véin hanh hé thong

- Tuy theo tinh hinh thyc té trién khai (mg dung CNTT, Phong Vian héa va Thc’)ng
tin, Van phong HDND va UBND thj x4 thyc hién vu;c quan ly va kiém soat dé ngﬁn
ngira cac hiém hoa va duy tri an toan cho cac hé théng théng tin cia co quan, phan
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mém img dung va cac hé thong thong tin ding chung cua thj xa dugc giao quan ly,
van hanh. Céc ndi dung c6 thé bao gom:

+ Phong may chi va céc thiét bi mang quan trong nhu tudng lira (firewall), thiét
bi dinh tuyén (router), hé thong may chu,... phai dugc dit trong phong méy chi va c6
cac bién phap bao v¢, ngén chdn xam nhap trai phép vao phong may chu.

+ Bao dam an toan mai truong vét ly (nhiét do, dd 4m, 4nh séng,...) cho phong
may chu, cac hé théng hd trg (may diéu hoa nhiét do, ngué“m cfip dién, hé théng chéng
sét, du phong ngudn dién, cap quang truyén dan...) duogc an toan va hoat dong 6n
dinh, sin sang.

+ Phong may chu clia cac co quan 1a khu vire han ché tiép cén va dugc duoc lip
dat hé thdng camera giam sat. Chi nhimg ngudi ¢6 trach nhiém theo quy dinh cta thu
truong co quan madi duge phép vao phong may chu.

+ Hé théng may chu phai dugc dan nhan, co so dd déu ndi, thé hién cu thé vé dia
chi IP, tén méy chu. So d6 dau ndi phai dugc cap nhat néu cé sy thay doi.

+ Sir dung thiét bj tuong lira, thiét bi phat hién, ngin chin xam nhép trai phép va
céc trang thiét bi khac nhdm bao dam an toan bao mét thong tin.

+ Thiét 1ap, cau hinh day du céc tinh ning cta thiét bj an ninh mang.

+ Sir dung céc cong cu dé do tim va phat hién kip thoi cac diém yéu, 16 hong va
céc truy cap bat hgp phép vao hé théng mang va Hé théng méy chi cua thi xa.

+ Thudng xuyén kiém tra, cip nhat cac ban va 15i tir nha san xuat, phat hanh.

- Ung dung chir ky s6 chuyén dung dé bao dam an toan théng tin mang trong
viéc trién khai img dung CNTT trong hoat déng ciia co quan va phuc vu cong dén, tb
chire. Chir ky sb cua co quan, don vi dugc Vin thu quan ly, bao quan va sir dung dé
ky cac van ban dién tir do co quan, don vi phat hanh. Chit ky sé ctia c4 nhan lanh dao
co quan, don vi do lanh dao truc tiép quan 1y va sir dung.

- Céc co quan, don vi khai thac, sir dung cac ing dung, hé théng thong tin theo
dung chirc ning, nhiém vu dugc giao, bao dam phuc vu tét céng tac chuyén mén,
nghi€p vu cua co quan.

- Trong qué trinh van hanh hé thdng cac co quan, don vi can thuc hién quy dinh
vé phong chdng virus, ma ddc dap tmg cac yéu cau co ban nhu: Kiém tra, diét virus
va ma dc trén cac phuong tién mang thong tin, dir li¢u nhan tir bén ngoai trudc khi
su dung; khong m& cac thu dién tir la, cac tap tin dinh kém hoéc céac lién két trong cac
thu la dé tranh virus, ma doc; khong vao céc trang thong tin dién tir hodc mé céc email
khéong rd ngudn goc xuét xir, dang ngd; khong tai cac tro choi vao may hoat dong
cong vu; khong tu ¥ cai dat cac phan mém khéng rd ngudn gde, khong ¢ ban quyén;



-11-
trong truomg hop phat hién nhung khong diét duge virus, ma déc thi can béo ngay cho
ngudi quan tri hé thong xir 1y.

1.8. Kiém tra, danh gia va quén Iy rii ro: Thuc hién kiém tra bao mét hing
ngay, dinh ky mdi tudn mét 1an; thyuc hién sao luu dir liéu hang ngay, sao luu toan bd
hé théng vao ngay thir 7 va chii nhat.

2. Yéu cau ky thuit

2.1. Bio dam an toan mang (cdp do 2 tro lén)

a) Thiét ké hé thong:

- Phan mém Firewall (tuong lira): La nhimg Firewall dudi dang phan mém dugc
cai dat trén Server, 6 tinh linh hoat cao: Cé thé thém, bét céc quy téc, cac chirc ning:
Hé diéu hanh Windows Kaspersky Endpoint Security, Sophos XG 135.

Server firewall o
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- Firewall cimg: La nhitng firewall dugc tich hop vao thiét bj phan cimg:

Sophos XG 135, Router.

b) Kiém soét truy cdp tir bén ngoai mang: Dung Firewall thiét 14p céc Role, viing
DMZ cho phép bén ngoai truy cap vao hé thng.

Router Firewall

¥

¢) Kiém soat truy cép tir bén trong mang: Dung Firewall thiét 1ap cac Role, viing
DMZ cho phép ra ngoai internet, cai dit phian mém diét Malware cé ban quyén & cic
may Client.

d) Nhit ky hé théng: Thiét 1ap chirc ning ghi, lwu trir nhét ky hé théng; Thuong
xuyén xem file log may chu, log Apache, log firewall.

e) Phong chdng xam nhap: Thudng xuyén kiém tra, cap nhat phién ban firmware
cac thiét bj mang, cac phin mém diét virus va cac phin mém tién ich khéc.

f) Phong chdng phan mém doc hai trén méi truong mang: Thiét 1ap Role, DMZ
cho Router LAN dé chéng truy cép céc trang web ddc hai; chiin hodc han ché cho truy
cap o mot s6 cfmg (Port).
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g) Bao vé thiét bj hé thong: Lép dat may lanh, hé théng chdng sét, on 4p, tich
dién de phong, bao vé hé thong.

2.2. Biao dam an toan may chu

a) Xac thuc: Cai dat mat khau déang nhap may chu véi nhitng ky tu déc biét, do
dai khéng dudi 08 ky tu, thay d6i mat khau tdi thiéu 3 thang/1 1an.

b) Kiém soat truy cép: Kiém soat qua trinh truy cdp tir bén ngoai bing port, str
dung VPN dé truy cép tir xa.

c) Nhat ky hé théng: Xem file log may chi, théng bao clia cac phan mém security
cua hé thong.

d) Phong chong x4m nhap: Loai bo cac tai khoan khong st dung trén may chu;
Str dung firewall ctia hé diéu hanh va hé thong dé chin hodic han ché cac truy cap trai
phép t&i méy chi; thuong xuyén cap nhét cac ban va, xir ly céc diém yéu an toan cho
hé diéu hanh va céc dich vu hé théng trén may chu.

e) Phong chéng phan mém doc hai: Cai dat phdn mém diét virus cé ban quyén
danh cho may chu, may client ndi bg.

f) Xir ly may chu khi chuyén giao: Sao luu tét ca dir liéu (néu cén thiét) trudc khi
chuyén giao hodc x6a sach thong tin, dir liéu trén may chu khi d6i muc dich st dung.

2.3. Bao dam an toan irng dung

a) Xac thyuc: Thiét 1ap c4u hinh (mg dung xé4c thuc ngudi sir dung khi truy cép,
quan tri, ciu hinh tmg dung; Yéu cau thay d6i mat khiu mic dinh; Thiét 14p thoi gian
yéu cau thay d6i mat khau; Thiét 1ap thoi gian mat khau hop 18 va han ché sb lan ding
nhap sai trong khoang thdi gian nhat dinh véi tai khoan nhét dinh

b) Kiém soat truy cap: Chi cho phép sir dung céc két ndi an toan khi truy cép,
quan tri img dung tir xa.

¢) Nhat ky hé théng: Ghi nhat ky cac thong tin truy cdp tmg dung ; Thong tin
ding nhép quan tri ing dung; thong tin cac 16i phat sinh trong qué trinh hoat dong;
Thong tin thay dbi cau hinh tmg dung.

d) Bao mat thong tin lién lac: Khéng sir dung két ndi mang khong ma hoa trong
viéc quan tri tng dung tir xa.

e) Chéng chdi bo: Sir dung nhimg tmg dung c6 chir ky s tir nha cung cap hoic
tac gia va str dung chir ky s6 khi trao ddi thong tin, dir liéu quan trong.

2.4. Bao dim an toan dir liéu

a) Nguyén ven dir liéu: C6 phuong 4n quan 1y, luwu trir dir liéu quan trong hing
ngay trong hé thong.
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b) Bao mat dir liéu: Luu trir c6 mat khéu bao vé, ma hoa cac thong tin, dir liu
trén phuong tién Iuu trir quan trong.

¢) Sao luvu dy phong: Sao luu dy phong dir liéu mdy chu, img dung dugce thue
hién tu dong Office v&i hé thong NAS.
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